The Diceware!™ Word List

Diceware lets you make highly secure passphrases that are relatively easy to remember. To use
the Diceware list you will need one or more dice. Dice come with many board games and are
sold separately at toy, hobby, and magic stores. Toys"“R"Us in the US sells a package of five
dice for about $0.99. You can purchase five “casino-grade” dice online from Casinocom.com
for about $11.

First, decide how many words you want in your passphrase. We recommend a five word
passphrase for use with PGP, S/MIME and similar encryption programs. For the paranoid, a
six word pass phrase will make attacks on your passphrase infeasible for the foreseeable future.
If you want to understand why, see the Diceware FAQ at www.diceware.com.

Now roll the dice and write down the results on a slip of scrap paper. Write the numbers in
groups of five. Make as many of these five digit groups as you want words in you passphrase.
You can roll one die five times or roll five dice once, or any combination in between. If you do
roll several dice at a time, read the dice from left to right.

Look up each five digit number in the Diceware list and find the word next to it. For example,
21124 means your next passphrase word would be “clip”. When you are done, the words that
you have found are your new passphrase. Memorize them and then either destroy the scrap
of paper or keep it in a really safe place. That’s all there is to it!

Example

Suppose you choose a five word passphrase, as we recommend for most users. You will need
5 times 5 or 25 dice rolls. Let's say they come out as:

1,6,6,6,51,56,5 3,56,3,223,56,1,6,6,5,2,2, and 4
Write down the results on a scrap of paper in groups of five rolls:

16665 15653 56322 35616 65224

You then look up each group of five rolls in the Diceware word list by finding the number in
the list and writing down the word next to the number. Your passphrase would then be: cleft
cam synod lacy yr
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In their February 1996 report, “Minimal Key Lengths for Symmetric Ciphers to Provide Ade-
quate Commercial Security” a group of cryptography and computer security experts — Matt
Blaze, Whitfield Diffie, Ronald Rivest, Bruce Schneier, Tsutomo Shimomura, Eric Thompson,
and Michael Weiner — stated:

“To provide adequate protection against the most serious threats... keys used to
protect data today should be at least 75 bits long. To protect information adequately
for the next 20 years ... keys in newly-deployed systems should be at least 90 bits
long.”

Each word in your Diceware passphrase yields 12.9 bits of entropy. A five-word Diceware
passphrase has an entropy of at least 64.6 bits; six words have 77.5 bits, seven words 90.4
bits, eight words 103 bits, four words 51.6 bits. Inserting an extra letter at random adds about
9.5 bits of entropy to a 20 characters passphrase. Here is my best estimate of how much
protection various lengths provide:

e Four words are breakable with a hundred or so PCs.
e Five words are only breakable by an organization with a large budget.

e Six words appear unbreakable for the near future, thought they may be within the range
of large governments.

e Seven words and longer are unbreakable with any known technology.

e Eight words should be completely secure for some time to come.

Pick your passphrase size based on the level of security you want.

For extra security without adding another word, insert one special character or digit chosen at
random into your passphrase. Here is how to do this securely: Roll one die to choose a word
in your passphrase, roll again to choose a letter in that word. Roll a third and fourth time to
pick the added character from the following table:

Third roll
1 2 3 4 5
F 1]~ 1 # % % °
o 2|& * () - =
u 30+ [ ]\ { }
ro 4 ;7 < >
t 5/?7 / 0 1 2 3
h 6/4 5 6 7 8 9
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cleft
clerk
cliche
click
cliff
climb
clime
cling
clink
clint
clio
clip
clive
cloak
clock
clod
clog
clomp
clone
close
closet
clot
cloth
cloud
clout
clove
clown
cloy
club
cluck
clue
cluj
clump
clumsy
clung
clyde
cm
cn

co
coach
coal
coast
coat
coax
cobb
cobble
cobol
cobra

21225
21226
21231
21232
21233
21234
21235
21236
21241
21242
21243
21244
21245
21246
21251
21252
21253
21254
21255
21256
21261
21262
21263
21264
21265
21266
21311
21312
21313
21314
21315
21316
21321
21322
21323
21324
21325
21326
21331
21332
21333
21334
21335
21336
21341
21342
21343
21344
21345
21346
21351
21352
21353
21354
21355
21356
21361
21362
21363
21364
21365
21366
21411
21412
21413
21414
21415
21416
21421
21422
21423
21424
21425
21426
21431
21432
21433
21434
21435
21436
21441
21442
21443
21444
21445
21446
21451
21452
21453
21454
21455
21456
21461
21462
21463
21464
21465
21466
21511
21512
21513
21514
21515
21516
21521
21522
21523
21524
21525
21526
21531
21532
21533
21534
21535
21536
21541
21542
21543
21544
21545
21546

coca
cock
cockle
cocky
coco
cocoa
cod
coda
coddle
code
codon
cody
coed
cog
cogent
cohen
cohn
coil
coin
coke
col
cola
colby
cold
cole
colon
colony
colt
colza
coma
comb
combat
come
comet
cometh
comic
comma
con
conch
cone
coney
congo
conic
conn
conner
conway
cony
coo
cook
cooke
cooky
cool
cooley
coon
coop
coors
coot
cop
cope
copra
copy
coral
corbel
cord
core
corey
cork
corn
corny
corp
corps
corvus
cos
cosec
coset
cosh
cost
costa
cosy
cot
cotta
cotty
couch
cough
could
count
coup
coupe
court
cousin
cove
coven
cover
covet
cow
cowan
cowl
cowman
cowry
cox
coy
coyote
coypu
cozen
cozy
cp
cpa
cq

cr
crab
crack
craft
crag
craig
cram
cramp
crane
crank
crap
crash
crass
crate

21551
21552
21553
21554
21555
21556
21561
21562
21563
21564
21565
21566
21611
21612
21613
21614
21615
21616
21621
21622
21623
21624
21625
21626
21631
21632
21633
21634
21635
21636
21641
21642
21643
21644
21645
21646
21651
21652
21653
21654
21655
21656
21661
21662
21663
21664
21665
21666
22111
22112
22113
22114
22115
22116
22121
22122
22123
22124
22125
22126
22131
22132
22133
22134
22135
22136
22141
22142
22143
22144
22145
22146
22151
22152
22153
22154
22155
22156
22161
22162
22163
22164
22165
22166
22211
22212
22213
22214
22215
22216
22221
22222
22223
22224
22225
22226
22231
22232
22233
22234
22235
22236
22241
22242
22243
22244
22245
22246
22251
22252
22253
22254
22255
22256
22261
22262
22263
22264
22265
22266
22311
22312

crater
crave
craw
crawl
craze
crazy
creak
cream
credit
credo
creed
creek
creep
creole
creon
crepe
crept
cress
crest
crete
crew
crib
cried
crime
crimp
crisp
criss
croak
crock
crocus
croft
croix
crone
crony
crook
croon
crop
cross
crow
crowd
crown
crt
crud
crude
cruel
crumb
crump
crush
crust
crux
cruz
cry
crypt

cub
cuba
cube
cubic
cud
cuddle
cue
cuff
cull
culpa
cult
cumin
cuny
cup
cupful
cupid
cur
curb
curd
cure
curfew
curia
curie
curio
curl
curry
curse
curt
curve
cusp
cut
cute
cutlet

dacca
dactyl
dad
dada
daddy
dade
daffy
dahl
dahlia
dairy
dais
daisy
dakar
dale
daley

22313
22314
22315
22316
22321
22322
22323
22324
22325
22326
22331
22332
22333
22334
22335
22336
22341
22342
22343
22344
22345
22346
22351
22352
22353
22354
22355
22356
22361
22362
22363
22364
22365
22366
22411
22412
22413
22414
22415
22416
22421
22422
22423
22424
22425
22426
22431
22432
22433
22434
22435
22436
22441
22442
22443
22444
22445
22446
22451
22452
22453
22454
22455
22456
22461
22462
22463
22464
22465
22466
22511
22512
22513
22514
22515
22516
22521
22522
22523
22524
22525
22526
22531
22532
22533
22534
22535
22536
22541
22542
22543
22544
22545
22546
22551
22552
22553
22554
22555
22556
22561
22562
22563
22564
22565
22566
22611
22612
22613
22614
22615
22616
22621
22622
22623
22624
22625
22626
22631
22632
22633
22634

dally
daly
dam
dame
damn
damon
damp
damsel
dan
dana
dance
dandy
dane
dang
dank
danny
dante
dar
dare
dark
darken
darn
darry
dart
dash
data
date
dater
datum
daub
daunt
dave
david
davis
davit
davy
dawn
dawson
day
daze
db

dc

dd
ddd
dddd
de
deacon
dead
deaf
deal
dealt
dean
deane
dear
death
debar
debby
debit
debra
debris
debt
debug
debut
dec
decal
decay
decca
deck
decker
decor
decree
decry
dee
deed
deem
deep
deer
deere
def
defer
deform
deft
defy
degas
degum
deify
deign
deity
deja
del
delay
delft
delhi
delia
dell
della
delta
delve
demark
demit
demon
demur
den
deneb
denial
denny
dense
dent
denton
deny
depot
depth
depute
derby
derek
des
desist.
desk
detach
deter
deuce
deus

22635
22636
22641
22642
22643
22644
22645
22646
22651
22652
22653
22654
22655
22656
22661
22662
22663
22664
22665
22666
23111
23112
23113
23114
23115
23116
23121
23122
23123
23124
23125
23126
23131
23132
23133
23134
23135
23136
23141
23142
23143
23144
23145
23146
23151
23152
23153
23154
23155
23156
23161
23162
23163
23164
23165
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23211
23212
23213
23214
23215
23216
23221
23222
23223
23224
23225
23226
23231
23232
23233
23234
23235
23236
23241
23242
23243
23244
23245
23246
23251
23252
23253
23254
23255
23256
23261
23262
23263
23264
23265
23266
23311
23312
23313
23314
23315
23316
23321
23322
23323
23324
23325
23326
23331
23332
23333
23334
23335
23336
23341
23342
23343
23344
23345
23346
23351
23352
23353
23354
23355
23356

dodd
dodge
dodo
doe
doff
dog
doge
dogma
dolan
dolce
dole
doll
dolly
dolt
dome
don
don’t
done
doneck
donna
donor
doom
door
dope
dora
doria
doric
doris
dose
dot
dote
double
doubt
douce
doug
dough
dour
douse
dove
dow
dowel
down
downs
dowry
doyle
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23364
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23366
23411
23412
23413
23414
23415
23416
23421
23422
23423
23424
23425
23426
23431
23432
23433
23434
23435
23436
23441
23442
23443
23444
23445
23446
23451
23452
23453
23454
23455
23456
23461
23462
23463
23464
23465
23466
23511
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23513
23514
23515
23516
23521
23522
23523
23524
23525
23526
23531
23532
23533
23534
23535
23536
23541
23542
23543
23544
23545
23546
23551
23552
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23556
23561
23562
23563
23564
23565
23566
23611
23612
23613
23614
23615
23616
23621
23622
23623
23624
23625
23626
23631
23632
23633
23634
23635
23636
23641
23642
23643
23644
23645
23646
23651
23652
23653
23654
23655
23656
23661
23662
23663
23664
23665
23666
24111
24112
24113
24114
24115
24116
24121
24122
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24123
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24125
24126
24131
24132
24133
24134
24135
24136
24141
24142
24143
24144
24145
24146
24151
24152
24153
24154
24155
24156
24161
24162
24163
24164
24165
24166
24211
24212
24213
24214
24215
24216
24221
24222
24223
24224
24225
24226
24231
24232
24233
24234
24235
24236
24241
24242
24243
24244
24245
24246
24251
24252
24253
24254
24255
24256
24261
24262
24263
24264
24265
24266
24311
24312
24313
24314
24315
24316
24321
24322
24323
24324
24325
24326
24331
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24333
24334
24335
24336
24341
24342
24343
24344
24345
24346
24351
24352
24353
24354
24355
24356
24361
24362
24363
24364
24365
24366
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24412
24413
24414
24415
24416
24421
24422
24423
24424
24425
24426
24431
24432
24433
24434
24435
24436
24441
24442
24443
24444

earth
ease
easel
east
easy

eaten
eater

eaton
eave

ebb
eben
ebony
ec
echo
eclat
ecole

eddie
eddy
eden
edgar
edge
edgy
edict
edify
edit
edith
editor
edna
edt
edwin
ee
eee
eeee
eel
eeoc
eerie
ef
efface
effie
efg
eft
eg
egan
egg
ego
egress
egret
egypt
eh

ei
eider
eight
eire
€
eject
ek
eke

el

elan
elate
elba
elbow
elder
eldon
elect
elegy
elena
eleven
elfin
elgin
eli
elide
eliot
elite
elk

ell
ella
ellen
ellis
elm
elmer
elope
else
elsie
elton
elude
elute
elves
ely
em
embalm
embark
embed
ember
emcee
emery
emil
emile
emily
emit
emma
emory
empty
en
enact
enamel
end
endow
enemy
eng
engel
engle
engulf
enid
enjoy
enmity
enoch
enol
enos

24445
24446
24451
24452
24453
24454
24455
24456
24461
24462
24463
24464
24465
24466
24511
24512
24513
24514
24515
24516
24521
24522
24523
24524
24525
24526
24531
24532
24533
24534
24535
24536
24541
24542
24543
24544
24545
24546
24551
24552
24553
24554
24555
24556
24561
24562
24563
24564
24565
24566
24611
24612
24613
24614
24615
24616
24621
24622
24623
24624
24625
24626
24631
24632
24633
24634
24635
24636
24641
24642
24643
24644
24645
24646
24651
24652
24653
24654
24655
24656
24661
24662
24663
24664
24665
24666
25111
25112
25113
25114
25115
25116
25121
25122
25123
25124
25125
25126
25131
25132
25133
25134
25135
25136
25141
25142
25143
25144
25145
25146
25151
25152
25153
25154
25155
25156
25161
25162
25163
25164
25165
25166

enrico
ensue
enter
entrap
entry
envoy
envy
eo

ep
epa
epic
epoch
epoxy
epsom
eq
equal
equip
er

etch
ethan
ethel
ether
ethic
ethos
ethyl
etude
eu
eucre
euler
eureka
ev
eva
evade
evans
eve
even
event
every
evict
evil
evoke
evolve
ew
ewe
ewing
ex
exact
exalt
exam
excel
excess
exert
exile
exist
exit
exodus
expel
extant
extent
extol
extra
exude
exult
exxon
ey
eye
eyed
ez
ezra
f

f's

fa

faa
faber
fable
face
facet
facile
fact
facto

fade
faery

fahey
fail
fain
faint

25211
25212
25213
25214
25215
25216
25221
25222
25223
25224
25225
25226
25231
25232
25233
25234
25235
25236
25241
25242
25243
25244
25245
25246
25251
25252
25253
25254
25255
25256
25261
25262
25263
25264
25265
25266
25311
25312
25313
25314
25315
25316
25321
25322
25323
25324
25325
25326
25331
25332
25333
25334
25335
25336
25341
25342
25343
25344
25345
25346
25351
25352
25353
25354
25355
25356
25361
25362
25363
25364
25365
25366
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25412
25413
25414
25415
25416
25421
25422
25423
25424
25425
25426
25431
25432
25433
25434
25435
25436
25441
25442
25443
25444
25445
25446
25451
25452
25453
25454
25455
25456
25461
25462
25463
25464
25465
25466
25511
25512
25513
25514
25515
25516
25521
25522
25523
25524
25525
25526
25531
25532

fair
fairy
faith
fake
fall
false
fame
fan
fancy
fang
fanny
fanout

farad
farce
fare
fargo
farley
farm
faro
fast

fatal
fate
fatty
fault
faun
fauna
faust
fawn
fay
faze
fb
fbi

fec
fd
fda

fear
feast
feat
feb
fed

feed
feel
feet
feign
feint
felice
felix
fell
felon
felt
femur
fence
fend
fermi
fern
ferric
ferry
fest
fetal
fetch
fete
fetid
fetus
feud
fever
few
ff
fFf
fFFF
fg
fgh
fh

fi
fiat
fib
fibrin
fiche
fide
fief
field
fiend
fiery
fife
fifo
fifth
fifty
fig
fight
filch
file
filet
fill
filler
filly
film
filmy
filth
fin
final
finale
finch
find
fine
finite
fink
finn
finny
fir
fire
firm
first
fish
fishy
fisk
fiske
fist
fit

25533
25534
25535
25536
25541
25542
25543
25544
25545
25546
25551
25552
25553
25554
25555
25556
25561
25562
25563
25564
25565
25566
25611
25612
25613
25614
25615
25616
25621
25622
25623
25624
25625
25626
25631
25632
25633
25634
25635
25636
25641
25642
25643
25644
25645
25646
25651
25652
25653
25654
25655
25656
25661
25662
25663
25664
25665
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26112
26113
26114
26115
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26121
26122
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26124
26125
26126
26131
26132
26133
26134
26135
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26141
26142
26143
26144
26145
26146
26151
26152
26153
26154
26155
26156
26161
26162
26163
26164
26165
26166
26211
26212
26213
26214
26215
26216
26221
26222
26223
26224
26225
26226
26231
26232
26233
26234
26235
26236
26241
26242
26243
26244
26245
26246
26251
26252
26253
26254

fitch
five
fix

ford
fk

fl
flack
flag
flail
flair
flak
flake
flaky
flam
flame
flank
flap
flare
flash
flask
flat
flatus
flaw
flax
flea
fleck
fled
flee
fleet
flesh
flew
flex
flick
flier
flinch
fling
flint
flip
flirt
flit
flo
float
floc
flock
floe
flog
flood
floor
flop
floppy
flora
flour
flout
flow
flown
floyd

flub
flue
fluff
fluid
fluke
flung
flush
flute
flux
fly
flyer
flynn

foal
foam
foamy

focal
foci
focus
fodder

fog
foggy
fogy
foil
foist
fold
foley
folio
folk
folly
fond
font
food
fool
foot
foote
fop

foray
force
ford
fore
forge
forgot
fork
form
fort
forte
forth
forty
forum
foss
fossil
foul
found
fount
four
fovea
fowl

26255
26256
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26262
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26264
26265
26266
26311
26312
26313
26314
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26331
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26336
26341
26342
26343
26344
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26346
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26461
26462
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26546
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26552
26553
26554
26555
26556
26561
26562
26563
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26565
26566
26611
26612
26613
26614
26615
26616

gable
gabon

gadget
gaff
gaffe
gag
gage
gail
gain
gait
ga
gala
galaxy
gale
galen
gall
gallop
galt

game
gamin
gamma
gamut
gander
gang

gap
gape
gar
garb
garish
garner
garry
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26665
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31131
31132
31133
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31135
31136
31141
31142
31143
31144
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31161
31162
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31312
31313
31314
31315
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31326
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31333
31334
31335
31336
31341
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garth
gary
gas
gash
gasp
gassy
gate
gates
gator
gauche
gaudy
gauge
gaul
gaunt
gaur
gauss
gauze
gave
gavel
gavin
gawk
gawky
gay
gaze
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31421
31422
31423
31424
31425
31426
31431
31432
31433
31434
31435
31436
31441
31442
31443
31444
31445
31446
31451
31452
31453
31454
31455
31456
31461
31462
31463
31464
31465
31466
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31512
31513
31514
31515
31516
31521
31522
31523
31524
31525
31526
31531
31532
31533
31534
31535
31536
31541
31542
31543
31544
31545
31546
31551
31552
31553
31554
31555
31556
31561
31562
31563
31564
31565
31566
31611
31612
31613
31614
31615
31616
31621
31622
31623
31624
31625
31626
31631
31632
31633
31634
31635
31636
31641
31642
31643
31644
31645
31646
31651
31652
31653
31654
31655
31656
31661
31662
31663
31664

glyph
gm
gmt

gnarl
gnash
gnat
gnaw
gnome
gnp
gnu
go

goad
goal
goat
gob
goer
goes
goff

goggle
gogh
gogo
gold
golf
golly
gone
gong

good
goode
goody
goof
goofy
goose

gordon
gore
goren
gorge
gorky
gorse
gory
gosh
gospel

gouda
gouge
gould
gourd
gout
gown
gp
gpo
g4

grab
grace
grad
grade
grady
graff
graft
grail
grain
grand
grant
grape
graph
grasp
grass
grata
grate
grater
grave
gravy
gray
graze
great
grebe
greed
greedy
greek
green
greer
greet
greg
gregg
greta
grew
grey
grid
grief
grieve
grill
grim
grime
grimm
grin
grind
grip
gripe
grist
grit
groan
groat
groin
groom
grope
gross
groton
group
grout
grove
grow
growl
grown
grub
gruff
grunt
gs
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31666
32111
32112
32113
32114
32115
32116
32121
32122
32123
32124
32125
32126
32131
32132
32133
32134
32135
32136
32141
32142
32143
32144
32145
32146
32151
32152
32153
32154
32155
32156
32161
32162
32163
32164
32165
32166
32211
32212
32213
32214
32215
32216
32221
32222
32223
32224
32225
32226
32231
32232
32233
32234
32235
32236
32241
32242
32243
32244
32245
32246
32251
32252
32253
32254
32255
32256
32261
32262
32263
32264
32265
32266
32311
32312
32313
32314
32315
32316
32321
32322
32323
32324
32325
32326
32331
32332
32333
32334
32335
32336
32341
32342
32343
32344
32345
32346
32351
32352
32353
32354
32355
32356
32361
32362
32363
32364
32365
32366
32411
32412
32413
32414
32415
32416
32421
32422
32423
32424
32425
32426

gsa

gu
guam
guano
guard
guess
guest
guide
guild
guile
guilt
guise
guitar
gules
gulf
gull
gully
gulp
gum
gumbo
gummy
gun
gunk
gunky
gunny
gurgle
guru
gus
gush
gust
gusto
gusty
gut
gutsy
guy
guyana

gym
gyp
gypsy
gyro
gz

h's
ha
haag
haas
habib
habit
hack
had
hades
hadron
hagen
hager
hague
hahn
haifa
haiku
hail
hair
hairy
haiti
hal
hale
haley
half
hall
halma
halo
halt
halvah
halve
ham
hamal
hamlin
han
hand
handy
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